ed

P,
reer

CoBro Consulting Azure Cloud

Environment JANUARY 2021 v1

WEST US2 MULTI-AZ(3) ° WEST CENTRAL US MULTI-AZ(3) °

Y 1\ 4 A Y 1\ 4
<o ° .> @ <o ° .> E <o ° .> <o ° .>
Private Network Compass Public Network L Public Network Private Network
Database Layer Power Bl GW Web Layer Windows Virtual n_ Internet West Staff Web Layer Database Layer

° Desktop (WVD)
Load Public IP

cbcn-web2-w2

ﬁ: HTTPS
A= EI - El Balancer Primary 443 .Secondary
WVD M M Firewall (NSG) Firewall (NSG)
cbcn-wvd-0 cbcn-web2-w3
A\ J A\ J SSO/MFA A\ J A\

(—l—Private Endpoint: 8 1 A m )
° Office 365 ° <“ ‘>
D% 3 Aaure
Azure Network Built-In @ Active Directory @ Azure Network

) H‘rrps Built-In Database Layer
Database Layer LTR Backup Audit Compass cbcwest2sql01 Database 443 cbewest2sql01 Compass | 1q Backup
\ / Firewall Failover Group (FOG)
M q cobro.database.windows.net
WEST US T T dh cobro.secondary.database.windows.net
M\
Y 1\ ( N
p
<o ° o> <o ° o> % ﬁ o
T Primary
Private Network Public Network Legend
Domain L. Web L ) HTTPS
omain Layer eb Layer . Primary 443 ° Secondary
Firewall (NSG)
{\ - El El @ A A ,—Azure Cloud Domain—l
L | @ | | VM M M @
Domain (ADDS) . .
cobrocompass.com cbcwest-term01  cbcwest-web01  cbcwest-web02 WEST US2 o Application ,—On-Premlse Domaln—l
@ @ MULTI-AZ(3)
i I—Encrypted Communication—l
—— Compass Remark Survey
Power Bl GW Database
DNS VPN Gateway i | User Communication
| : r ]
. J \ J | :

q El; Backup Communication
- . Windows Virtual Disaster Recovery Domain
DevOps Desktop (WVD)
<“ '> q Backup. & Recovery Storage Infrastructure Internet Communication
8
Services (BSR) As Code (1aC)
Azure Internal Network Built-In @

Database Layer

i

Storage LTR Backup  Compass chcwestsql01 Encryption

h AN
€REWES




